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Abstract

Purpose: Considering the emergence and increasing expansion of vari-
ous subject domains and the lack of a valid codified thesaurus, the main
aim of this study is to provide a semantic model of information security
based on a conceptual network for use in domain ontologies, so it is ap-
plied research.

Methodology: The research method is a combination of co-word analy-
sis, library, and Delphi methods. In the first stage, the conceptual net-
work was extracted from 7547 scientific documents on "information se-
curity" using the co-words analysis method. These documents were in-
dexed in the Scopus databases and WOS from 2013 to 2017. Pre-
processing operations on 19648 keywords and tags were done in a com-
pletely targeted manner by using five dictionaries in information security,
and three dictionaries in computer science. With a minimum co-
occurrence of 5 for each word in "VOS Viewer", 207 preferred concepts
were selected based on the latest version of the information security dic-
tionary, and its conceptual network was mapped. By "Gephi”, between-
ness centrality, density, and clustering coefficient indices were checked.
Then in the second stage, for extracting a new semantic model, used the
library method. So, seven related semantic models: Security ontology,
information security ontology, attack ontology, vulnerability ontology,
existence - Ontosec mapping, and threat taxonomy as well as the concep-
tual model of information systems security in libraries. These entities,
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classes, subclasses, relationships between them, concepts, and examples
attributed to each class and subclass were studied and examined careful-
ly. Then, 207 conceptual network concepts were adapted to the common
components of these models, and a new model was presented. Finally, in
third stage, using the fuzzy Delphi technique, the consensus of experts in
both fields of Knowledge and Information Science (KIS) and Computer
Sciences was examined. Using SPSS and Kendall's non-parametric test,
the experts' agreement coefficient about the classes and sub-classes, as
well as their associated concepts, were investigated. 5 classes, 6 sub-
classes and also 71 concepts out of 97 common concepts with an agree-
ment coefficient above 0.7 were obtained. Finally, confirmatory factor
analysis and Smart PLS structural modeling were used to check the cor-
rectness of the relationships governing the classes and subclasses in the
conceptual model.

Findings: The main nodes and strong links in the conceptual network of
information security include: "information security,” "security,” "infor-
mation system," "privacy,” "telecommunication,” “information,” "intru-
sion detection system," “cryptography,” "cyber security,” "authentica-
tion,” "network,"” "risk," "threat," and "risk management framework." The
extracted semantic model has a goodness of fitting (GOF) of 0.710 and
confirms 11 semantic relationships. These relationships include: "Re-
quires level," "Diminish," "Threatens,"” "Exploited by," "has Source,"
"Uses of," "Lead to,” "Attack,” "Vulnerability on," "Implemented by,"
and "Reduce." Also, it has 5 main classes, including "Information Asset,"”
"Security Attribution,” "Threat,” "Vulnerability,” and "Countermeasure."
There are also 6 subclasses, which include "Threat Source,” "Access Path
(influence way),” "Threat Tools,” and "Attack,” all related to the Threat
class. Additionally, there are Technological countermeasures and Organ-
izational countermeasures, which are related to the Countermeasure
class. Also, it was discovered that there are 71 attributive concepts, some
of which include: Password, Smart card, User, Integrity, Hacker, Mali-
cious code, Virus, Distributed Denial Of Service (DDOS), Risk man-
agement, Backup, Digital signature, Penetration testing, Antivirus, Fire-
wall, and so on.

Conclusion: The conceptual network and semantic model can be in-
ferred in semantic systems and databases. This research can provide a
new method for creating high-level ontologies to optimize search engines
and reduce false dropping, as well as recover unwanted information.

Keywords: Conceptual Network, Semantic Model, Information Security,
Ontology, Search Engine Optimization.


https://creativecommons.org/licenses/by/4.0/

oZiwpele 4ol il s
A S) VE-Y Yliwo) 5 jul /Y opleds /4 09 /aalb olfiisly  ele dolilodss

R Jle DOI: 10.22070/RSCI1.2022.14656.1511
Z1 il resleMbl cagisl 0 )92 (lize Jw
9 wole ShHLG! Jud=xi 3 )559) b cadlie aSuub
IR
' ;'AT dole Ol Ol ‘Cz[t:.éu“(:j&: RETREs ST oSl el 2l 4 ;;Lc)té/ﬁia S5 (S azeiiils ]
Email: adeleahangar@yahoo.com
T IOk doagd Ol i e s oSl ST oS Ll ol 2l 5 A e 555

T e e SIS gl

¢ g

P O w0

YEV-YTN doio
VE /N0 sl s

VENY/ /Y E

(J s ol 4) !

(STl ) Ol () 5l5 5 psle olSimg Ll o puelidOL 5 (6555 1
Email: beheshti@irandoc.ac.ir
Ol Ol i p sl s ¢ o Dlsl SI5T oSS tlecal o purlid 25 5 AeMB] ple (55 £
Email: nadjlahariri@gmail.com
Ol Ol e sim Ol g o oDl ST ol )1ty o 63,015 5Ly (55555 .0
Email: khademi@azad.ac.ir
Email: f.babalhavaeji@gmail.com

oJ.hS%

33 000l (gl qomnliin 4Ss oLl o M Cial 09 oline Jho &) b2
ol diald sl 6,5

o3liil (41> g (flasbalis (BTly (o2l yen slaby) 5| (S 5T omlisb gy
i ale S 00 VORY agtiin 4505 (5315 508 yun Juloos 31 oslizal b Izl a3
YA a3 pole oSy 5 spsSon] (slaolSol 55 odbales wledMb] Caial 055>
Jie coan Bubay 5 labols” iy 5l eolaiwl b was  Slixe Jdo uw zlymciw] YoV
] Jlsn 65 (3 K55 5] ozl b il 53 5 ] g 50 | by e
85 518 ey 290 FgmalS 0jg g oulid il g MLl ple ojg 93 (B 5

il e GleMbl csl ogtie a4 S A ad o L Laa il Laa sl
Jie oo Cawl B9 YVAT 5 2 po pogdo YoV (sl €8 5 < g pollso
Olowl (658 L (ilo e 5 d-\vb ol Jeloti bawgs o g2 859> (nl GE3l> (oline
5 ol GOS8 15 0usbinb pline adady V) 5 - ¥V e IS Uil el ool Ul
el oo porio VY g ¢S 1

JB oleMbl cuiol 0jg> 50 oadbdidly slixe Jdo pisred g cogpio A 16 a8 dmail
353 ot 1 ol s g 9 ol cpdle 5 SLMI (et piges 53 izl
)5 Bl g slaygige gilwaisgy Caa Vb maw diely o) 5 s
Silwaiaty ()L it «OleMbl Coiol ¢ plize Jdo ¢ cogpbo aSul 1gdulS YU Slg
P (51590

1. VOSviewer
2. Gephi

ARAY


mailto:adeleahangar@yahoo.com
mailto:beheshti@irandoc.ac.ir
mailto:nadjlahariri@gmail.com
mailto:khademi@azad.ac.ir
mailto:f.babalhavaeji@gmail.com
https://orcid.org/ 0000-0002-4208-6944
https://orcid.org/0000-0002-5876-1588
https://orcid.org/0000-0003-0059-6927
https://creativecommons.org/licenses/by/4.0/
https://orcid.org/0000-0003-1134-9999
https://orcid.org/0000-0002-9741-6808
https://orcid.org/ 0000-0002-4208-6944
https://orcid.org/0000-0002-5876-1588
https://orcid.org/0000-0003-0059-6927
https://creativecommons.org/licenses/by/4.0/
https://orcid.org/0000-0003-1134-9999
https://orcid.org/0000-0002-9741-6808
https://orcid.org/ 0000-0002-4208-6944
https://orcid.org/0000-0002-5876-1588
https://orcid.org/0000-0003-0059-6927
https://creativecommons.org/licenses/by/4.0/
https://orcid.org/0000-0003-1134-9999
https://orcid.org/0000-0002-9741-6808
https://orcid.org/ 0000-0002-4208-6944
https://orcid.org/0000-0002-5876-1588
https://orcid.org/0000-0003-0059-6927
https://creativecommons.org/licenses/by/4.0/
https://orcid.org/0000-0003-1134-9999
https://orcid.org/0000-0002-9741-6808
https://orcid.org/ 0000-0002-4208-6944
https://orcid.org/0000-0002-5876-1588
https://orcid.org/0000-0003-0059-6927
https://creativecommons.org/licenses/by/4.0/
https://orcid.org/0000-0003-1134-9999
https://orcid.org/0000-0002-9741-6808
https://orcid.org/ 0000-0002-4208-6944
https://orcid.org/0000-0002-5876-1588
https://orcid.org/0000-0003-0059-6927
https://creativecommons.org/licenses/by/4.0/
https://orcid.org/0000-0003-1134-9999
https://orcid.org/0000-0002-9741-6808
https://orcid.org/ 0000-0002-4208-6944
https://orcid.org/0000-0002-5876-1588
https://orcid.org/0000-0003-0059-6927
https://creativecommons.org/licenses/by/4.0/
https://orcid.org/0000-0003-1134-9999
https://orcid.org/0000-0002-9741-6808
https://orcid.org/ 0000-0002-4208-6944
https://orcid.org/0000-0002-5876-1588
https://orcid.org/0000-0003-0059-6927
https://creativecommons.org/licenses/by/4.0/
https://orcid.org/0000-0003-1134-9999
https://orcid.org/0000-0002-9741-6808
https://orcid.org/ 0000-0002-4208-6944
https://orcid.org/0000-0002-5876-1588
https://orcid.org/0000-0003-0059-6927
https://creativecommons.org/licenses/by/4.0/
https://orcid.org/0000-0003-1134-9999
https://orcid.org/0000-0002-9741-6808
https://orcid.org/ 0000-0002-4208-6944
https://orcid.org/0000-0002-5876-1588
https://orcid.org/0000-0003-0059-6927
https://creativecommons.org/licenses/by/4.0/
https://orcid.org/0000-0003-1134-9999
https://orcid.org/0000-0002-9741-6808

uéb}@.l.cc;l)h‘:.:ﬂ‘_}tl:d:ﬁwlfv._,ab'u&.,.L@;w(:c;b)&b\;galgf&tudu

Ao Yl 9 Ao

She s LSS s 55TV 5 Y OV 0 S0ler o Sladst 055855, i S L
Ol Iy iz Liolen 05 gli slitaa Sedbl 0ue gladlsle o5 Osmmas Lo spdbl
Lol sl Ol @ acw oy Slaas sl daasbolw slasl 53 g5 b ool wbs
ST ) 60U glaal s g s (Newby, 2000) Lals plil WOPAC! 5 sy SLeSLLI
O3 ala b dailaln 5 (655 ppelS Sl S 5 SLbL,) LSl lagt sy o5 L
Sl e gl bagarlsn 5o (6 5 50lS slaasld sl ( SMbl slagtis Cual (oo past o > Lai >
3 A Oy o Ll g 25 5 035l e ROV R RE PR Sy S ICHPRN P I R W
(Ismail &Zainab, 2011) ol 65,51 5555 4 |, des 8

Sl Sole Sledbl el YooY il e ol al ol Olosla 5l eddailyl i as bl
Cidesen JSCEN A3 Ly e Gy a8 (ol 53 oSBT (Sl (Sl s ) bl
5 LalS 5 S a5 e [ ST Sl b 51 G te 8 5 alid (S, (gl Sl el Sl
S0IMS ) us e e3lel szl slastisty 5 e 36 05 S 5mn b 51 (6515 slacgul 0Ll Bla &
(& Niekerk, 2013

S 5 Laa Sl liS s ledbl coal aia) 53 s adee 5 b el slas sl s
s xbla > ol glag il 5 b il sl L il of o, Sl bl
o b 5 baslalu sl 5 Ly 5l cdatlons (oMbl glaslo s yme 5 5,56 oSl i > Lai >
LaasbiulS s o 0AdSn 5l I le o8 ol o plnil 55 558058 Slalllas Ll cpemn 53 5 L35
DaVeiga ) oMbl oo al Kia b (FOX, 2006) sLedl bl Gt Jdos 5 4 52 (Cheng, 2005)
s gbaslale cosl oy e (Abubakar & Aduku, 2016) _sLedLb b el (et al., 2007
(S 5 ) Ol Jleams laalbolas o Sledbl ol 5 548 5l 2l s (Zhao et al., 2018)
Olye (OTAE (85 S 5 S8 5535 asar sbaalbiuls slg oy Co glaabln Sledbl el (1F4)
3 obal Oloslw s SleMbl cosal g pdis o35> 53 VN4 5 VoY Ll ol ol loas lisland cole,
SLaeliils (55 0 slaasbinls 55 Sledbl ol e pllsi 5 ((F40 55D Ol o albsles
GSING 45 504 534S das o OLES s ooy Ol gl 5> YA (b, 5 ubilllons 1) Ol ed s
oS zon 53> 5 Sl 035 OB M 3 4 55 3550 2ty Lasy bl 4 a5 L OT 5 S3e Jalge 5 ool lams 10

&)—APU‘LJL__:_J&?LJL});L_:w‘omub‘@uw‘W\OJPJAVSB-&L&GU)%)E-)@\L@JTJ‘

. Online Public Access Catalogs

. confidentiality

. integrity

. availability

Lo s o s« el 830l o ctal indos 5 I le YV o ¥ 551 SleMbl el 3 )bkl (glaail 3o . 0

‘Ua;‘ cl.h)lfj ng r\j-ﬁ o pde (ledb! C,.:.m\ CJ:|)>- o pde cu’.':lﬁy]ﬂ\

A owWN -

YEA

c€gommee 37°° clone MIT/ ©6C0},/ qrnlo \/ HFY € (om0 1.3\ (M v|) H 6 qoy Sreomz




cégormey 31X Clerno MIT/ ©6C0 |/ roylo |/ AFY € CorvmD 1.3\ (FE y|) H€emOnop syolemz

@:uﬁfjgfoLMWQ‘)M‘Jﬁt@ﬁ‘ﬂ\g%%cﬂTﬂ:b

realie b 5 Gas WIS e s 05 a3 plee Gl sl 5 LSl s s (L0 e
5 La o s sSU 5 Lae LSS s w55 81 alad cpl o 1l 5in ot (gla, 550 Jaw 5 o3 oL S0
2l s ilaie lsas, B¢ oy o sladis 5181 5 0558w Lo LSS s 035 o3lital Laasl - Maoo|
o=l o3 STl .(McGUinness, 2017) b o o pmmms O30S (64150 it 555 oslizal bagg )1 zun
AT ea gl o G LI L B A 306 1 s sl Ml Sl o 3 Glasbdasl a3
03 e s Olpsan s 5 o JLs Sledbl Cial o sgde Goas ol LaalbilS Ol e i
5 el plnad (o dle 5o psede laisl 4 il " e LK e il 5 sl cbagsled
35ty SaS o b g 0 O plie L3l 3 it (Sl 550 (Sl 40 oIS G 3 5 ¢ oilate SVt
Sl s 5 ke L) Lo 3 S5, b ledbl il 035 gl Jie @l Jra s nl 55 ol aliens U

el ke o5 5 s Sl SaolL Sl a3 g ol o s oy S

OB 53 Syl 5

LYY gladlw s pske olSs 5 gy sSal ookl elsl o (ledlbl ool o35> o g 4553 )
O PR S PRYY

Sl 58 npgn a5 az3d S gladie ulol 5 (@ledbl b o5 olas JAs Y

Jios Lo S 3/ La odlS eealidn Ly i j23ls 5 Sledbl (le 5 5 50alS o550 53 O 1t 33155 Ol ¥

Sl i ool s oo pgis

G el
3 14 3l eslial b oS dimes (614 bl s anlolesla slassls ¢ o spie slaased Lol ot |
aS s Lol L e S ol (Bl 51 (s5lys sl ialad sl S (WYL L5 o ool ioled el S
ted e 5 s g G156 Ladly 26 YLl a5 Lo 8 05108 o Ealed 4 1 Tlaoals ) g laa g
(Sl sormn (onspte ASd S OIS e aD jgbay s e S Lk ped e Ly s el el Loy oa
53 (T8 (sliaml) dins o OLE 1y oo 8 Ol bLis1 3 5m s pds b 55 s 68 sl Jb (g3l 50 S ¥ Jila |
S S8 o 8 3las b1y 4t 631 &gl Ol o 3ls 3pms (g3date slaals o spde GlaaSid Lo
S s b 5 eSS e e s S e Sl 8l S e SlapartlE 5 diami e el sl L
S S5 e i s oalio bpsgie S alolb a3 eoalie S8 5 358 4 e e

.(\VQ\m)LA&_}dL:@.N) b)'\bj.j:&_n &Kiw QL;A)J r).g.u QT Q)A_E_}Ji.ib v.:_»ﬁl.xuﬂ\_:cj_@_u&

RS PR %JG&\Y'\V—T'\Y'Jbﬂdl..»bji}wf:ﬁjjb.LU)o.sﬁY'\/\ JL»J: u—i‘-")}.’,g—l‘(’l’.‘;‘ot‘j-\
.L...'»L u’}"’}‘ dals g‘.gi r.:hhu l;_ lastaw! (ladllas LlAQLA)'Lw thl) Lue}_}f u\}l .,L'Jl}?@ aosls . Y

. Density

. Degree

. Closness

. Betweenness

. Eigenvector centrality

~No o bhw

ARA



uéb}@.l.cc;l)h‘:.:ﬂ‘_}tl:d:ﬁwlfv._,ab'u&.,.L@;w(:c;b)&b\;galgf&tudu

i L \ . . .
=0 slms L3k 50,53 g 5 LIGIS 5 sne 55 ,a s (Daconta et al., 2003, Obrest, 2006) ...l
Sb ol Olsmean sl sladus & o= Sl ideas e il esls 1YL C]Qw wadde (il ps asls
bl s (McGuinness, 2017) 555 o ool 0350w b K s cxlo 53 SVl 230kl
s goms 5l plas b Cio g 4« (EImasri & Navathe, 2015) wzes T Ol Jal sy 5 Ll 51 ola s ges
Spaccapietra et al., ) s o J, =8 1) LS s SO e 5 X313 o (ealin) il lis b glaosls
Sl sh e syl s s s (BLih 5 (G dems e ol slaa g S5 dadds ol > (2008
ST X o gmse 5l oS 53 SOY o gmge dadibe ol 5o il aeldS L 31 glas goms b (gladS SO
Sl i by s IS s Cuz gz g sy 5 a Shsplad IS 5 Cus gz pe I X Loy ) Y a1 e
s Lol Lily, 5 Slio ol (K OIS 15 Cus g g0 J“‘i;g;‘ alayl &)\}(;.LAUS/}U LT
(Elmasri & Navathe, 2015) (s, s &l a oAS s 31 a8 Jailsy 5 W Sis pled Lol yop) LS axils
ej_:.ﬁjé)‘m,\}tid)‘.’\u& ch,SJﬂLJ”oJLw .,\4()3&45@‘ “:"f."}"j"ﬁu”b' L;LAL;;’{) 4&“)‘)‘))4.\.«
Sy e Oy (ﬁl—;&—ll—.’)b)\)ubhiﬁ@l_'&d Dbl g5 A dx Al b Cas e Sl iy o s
QALY uJu')';J.é)

ORR9 3 Ay

5 OBl e (g e Ciliss glaanly Olides S das e 0L Dbl ol s o ol Soldlas
ol LT 51 5 s ctilen S ealinal ilise gl sy Sl cos g cul Sl gl melS 5 omlid 200
Ol 53 La i g5 & gas a5 Wiz g S0uSe  Laaile b 5 2 o JUs 0 el ol 1 S50 Julye
S 10l ) Jaes Glaalbuls s Sledlbl cul Ol L OYAY) 6l 5 6 >~ sl iash 5l Ll s
i 53 Ol SLedMbl sla s Cil e 3 sl Jhe G 1) Olpe o (VTAY)
Gloas il cnle; Ol Ole L (WW40) 5 5misT 0l S e Fus hlsl Sledlbl ol <o it
Gt o a5l 5 sl Olojle Sledbl el S e 035> 53 YAVOY 5 YWY L gl sl 55l
Soslid 5o Sledbl el Cu pde e gradfe pluli Ol e S (1YAT) (o3l 5 i <01 ) oDl
53 oMbl ol cy e 3 Sas i Olgie L (OFAY) akily i 540l ol 6,6 O i oS 8 Sl
3 el ke b rassy 5 e cl 5558 51 ol s 5 0l ke Sl sbl ol iy Slbiuls
Dawar, ) ;5 « S S slatlesle gl Oledbl coal Jus s Ol s L (Alshboul et al., 2015) o <.l
L (Zhao et al., 2018) ol ,LsCan 5 515 ¢ Al cladlbiols 5 Jliows Sledbl couul Ol e Cos (2616
Aminietal., ) 0L 5 el rasis 5ol el 53 Jhows baibuls ol oo s Ol s
Laabiuls Sledbl cnl e Sladl Jalse Olye o (2021

1. Resource Description Framework/Schedule ( RDF/S)
2 . Enhanced Entity—Relationship (EER) model (or Extended Entity—Relationship model)
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